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What We’ll Cover Today

1. Cybersecurity threats to small businesses: 
Ransomware, business ID theft, payroll diversion / wire fraud

2. Cybercrime tactics: 
Social engineering, identity theft, phishing/spear-phishing, 
spoofing

3. Cybersecurity policy & training guidance:
How to identify fraudulent requests and lock-down sensitive info

4. What to do if your organization is the victim of a cybercrime

5. Q&A

Diana Murray, CEO
ASAP Accounting & Payroll

The Fine Print
This information is provided as a self-help tool and does not constitute as legal advice. Decisions as to whether or how to use this information and/or what actions to take 
are solely those of the employer. The providers of this information disclaim any and all responsibility and liability for its accuracy, completeness or fitness for your 
particular business purposes.



Ralph A. Gagliardi
Agent in Charge, Colorado Bureau of Investigation 
High Tech Crimes Unit

Meet Our Presenter

Ralph Gagliardi is a Certified Fraud Examiner (CFE) who oversees the 

CBI High Tech Crimes Unit that investigates fraud and identity theft, 

and other crimes committed via technology. Ralph and his team also 

conduct cybercrime & identity theft education focusing on best 

practices, prevention and awareness. As a subject matter expert in 

complex fraud and organized crime investigations, Ralph also assists in 

development of policy and legislative efforts pertaining to identity 

theft, fraud and cybercrime.



High Tech Crimes Unit

Ralph Gagliardi



Schemes Affecting 
You



Business -
Email Compromise
Identity Theft
Ransomware



CYBER?

What



Phishing
Ransomware 
Malware
Romance Scams
Work From Home

Business Identity Theft
Business Email Compromise
Payroll Diversion
Vender Impersonation
W2 / PII Fraud 

$

Methods / Schemes 



 Social Engineering
 Open Source Research About YOU

 Identity Theft - Past Breaches (Repetitive Passwords?)
 Phishing / Spear Phishing  - 92% of EVERY Breach 

Tactics



What’s Changed?



What’s Changed?



Social Media – What We Share





How Is Your Business Vulnerable



Phishing Kits For Sale

Over 1,300 Phishing 
Kits For Sale on 
Hacker Forum: 
News Article 7.11.20

Kits are widely 
available – Price?  
$25.00 Each!



Don’t be so Quick to Click!



Ransomware



Ransomware - Malware



Ransomeware & Business Email Compromise

According to the FBI - IC3.gov



Ransomware
Locked up data and/or Exfiltration of data
Be prepared  - Have a plan

• Who to call
• Backups
• Policy
• Practice

Pay or not to Pay – What will you do?



Ransomware

Stolen Data 
Extort Customers
Leaking to Dark Web

Smaller percentage merely ask for Ransom



Business Identity Theft



What’s in a Name?

Business Identity Theft



Business Names Have 

• Legitimacy
• Credit
• Layer or Hide (identity)

Business Identity Theft



Impacts
• Small Businesses 
• Credit
• Fraudulent Websites
• Customers 
• Expense of correcting 
• Reputation damage (real or perceived)

Business Identity Theft



FINANCIAL GAIN

• Secure lines of credit or loans 
• Acquire items which are easily sold for cash
• Sell your compromised business to a third-party
• PPP Fraud
• Import Fraud – Counterfeit Items

Business Identity Theft



FINANCIAL GAIN – Recent Example

33 Colorado Biz’s - $2.3m  PPP Fraud 
(August 26, 2021 9news)

Business Identity Theft



SECURE YOUR BUSINESS FILINGS WITH THE COLORADO SECRETARY OF STATE:



Colorado Stats
From CBI’s Investigative Reports

Business Identity Theft

2010 226
2011 162
2012 72
2013 159
2014 115
2015 23
2016 240
2017 221
2018 2551
2019 153
2020 3864
2021 9736
Total 17522

Annual Cases of 
Business Identity 
Theft in Colorado



Business Email 
Compromise



Business Email Compromise

• Change Bank Account Information

• All Types and Sizes of Businesses Affected
Public & Private 
Anyone who wires or transfers funds
Access To PII / W-2’s or other documents
Payroll 
Invoices
Vendors



Email Spoof
Suspect Spoofs Email

• Display Name
• Replace – Substitute – Transpose Characters

Examples
• John_Doe vs John Doe  (Use of underscore)
• An ‘M’ in the email name becomes a ‘r’ ‘n’ = ‘rn’
• Lower case L ‘l’ with the number ‘1’ = l or 1
• Change ‘.com’ with ‘.net’ or other suffix



EMAIL SPOOF
Can You Tell?

CIient@aol.com
Huckelberrylaw@outlook.com
J0HN.SMITH.LAW@gmail.com

Client@aol.com
Huckelberry1aw@outlook.com
JOHN.SMITH.LAW@gmail.com



EMAIL SPOOF
Can You Tell?

Client@aol.com
Huckelberrylaw@outlook.com
J0HN.SMITH.LAW@gmail.com

CIient@aol.com   
Huckelberry1aw@outlook.com
JOHN.SMITH.LAW@gmail.com

Ll Ii   0O  1l



Hover Over ‘From’ Name
From:
Date: January 24, 2018 at 3:08:25 PM EST
To: 
Subject: Re: Parking Meters 

Display name is:
“Jim@lotsparking.com” or “Jim”

Email is actually:
“HackYouAllDay@gmail.com” - Bad

John Smith

Jim@lotsparking.com



Vendor Fraud – Change Bank Details



The CBI’s  Statistics - BEC  

YEAR Reported ATTEMPT SENT RECOVERED
Recovery 

Percentage 
2016 22 $430,773 $618,578 $405,504 65.55%
2017 33 $2,458,790 $4,291,988 $4,215,875 98.23%
2018 57 $3,492,338 $4,898,527 $4,108,318 83.87%
2019 100 $12,958,192 $6,355,972 $5,250,044 82.60%
2020 100 $9,426,658 $9,220,408 $7,428,875 80.57%
2021 94 $10,155,805 $10,865,121 $6,624,869 60.97%
Total 406 $38,922,556 $36,250,594 $28,033,485 77.33%

                                                BUSINESS EMAIL COMPROMISE



Victim of a BEC - Don’t become a victim in the first place!

Have Plan? (Policy - Training)
Who do you contact?
Where do you send information?
Relationships with?

Bank
Law Enforcement
Others

BEC - Take Quick Action For Return of Funds!



BEC Victim Should Gather & Be Ready to Provide:

◦ E-mail requesting funds - with wiring instructions
◦ E-mail headers and IP’s (Request they get assistance from their I.T. or other trusted expert)
◦ Contact your bank – Start the RECALL

RULES?

Report to Local Authority

FBI website is: www.ic3.gov
FTC website is: www.ftc.gov

BEC - Take Quick Action For Return of Funds!

http://www.ic3.gov/
http://www.ftc.gov/


Contact the CBI through one of the following methods: 

Email the Wire Fraud Response Team: 
◦Reportwirefraud@state.co.us 

Report online: 
◦www.Reportwirefraud.com 

BEC - Take Quick Action For Return of Funds!



Training and Policy/Procedures
Careful Clicking 
Who Initiated - Email or Faxed or Called 
Verify!!!! – Phone CALL – last best number of record
Email: Forward vs Reply
Email: Grammar – Odd Times - Urgency

PREVENTION



PREVENTION 

Passwords – Strong / Complex
2FA
Virus Protection - Computer & Cell
No Public Wi-Fi
Insurance?

Training and Policy/Procedures!!!



QUESTIONS?



Thank you!

Ralph Gagliardi, CFE
Agent in Charge

Identity Theft Unit
303-239-4287

Ralph.Gagliardi@state.co.us
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